
SOLERA DEEPSEE

The Solera DeepSee Forensics Suite™ unlocks captured network traffic to 
find the real answers to any network security event. The suite of forensics 
software lets you search through traffic like you search the web and 
browse your captured traffic the same way you navigate through files on 
your computer. 

DeepSee has the ability to index, search, and reconstruct all network traffic 
into meaningful flows, including network artifacts. In-depth packet analysis 
skills are not needed to uncover and replay meaningful network activities. 
The forensics software suite also lets you see who or what is using the 
most bandwidth on the network or pinpoint any anomaly.

NETWORK FORENSICS - DISCOVER THE 
SOURCE OF ANY NETWORK EVENT

DeepSee Reports™ provide an easy way to visualize data captured by the 
Solera DS appliance, what looks suspicious, and what might require further 
investigation. Reports include: Top Applications, Top Conversations, IP 
Discovery, Bit/Byte Rate, and Packet Size Distribution.

DeepSee Sonar™ provides file-system navigation of all captured data, 
allowing automated folder-based filtering and instant PCAP generation. 
Sonar allows you to drill down into captured traffic by any parameter and is 
endlessly recursive. Browse by IPv4/IPv6 traffic, source/destination IPs, 
protocols, ports, etc.

DeepSee Search™ provides web-like simplicity so anyone can search, 
locate, and view actual network communications in the way they were 
originally delivered, eliminating the need for IT intervention. IT and business 
users alike can search for email threads, IM dialogue, Microsoft Word 
documents, browser sessions, keywords, VPN sessions, etc. and 
reconstruct these specific communication flows or network activities from 
within a complete historical record of network traffic. Results are delivered 
in their native format for easy recognition.
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DEEPSEE FEATURES

Report types:
Top Applications, Top Conversations,  
Bit/Byte Rate, Packet Size Distribution, 
IP Discovery.

DeepSee comes standard on:
Solera DS 5150, Solera DS 3150, 
Solera DS 1150 and Solera Virtual 
Appliance

DeepSee indexes, extracts, and 
reconstructs popular formats, 
including:
HTTP Traffic (any file via HTTP)

SMTP (email) and attachments

Microsoft Office files (.doc, .xls, .ppt 
etc.)

AVI, MOV, MPG, JPG, WMV, BMP, GIF, 
PNG, JPG, EXE, RAR, ZIP and more!
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BENEFITS OF A 
SOLERA NETWORKS SOLUTION

IMPROVE NETWORK SECURITY
Network administrators now have comprehensive evidence to mitigate further risk 
and better protect against cyber attacks, data leakage, and internal misuse.

OPTIMIZE NETWORK PERFORMANCE
Solera Networks forensics appliances provide a complete network record to 
replay without affecting the production network, allowing detailed analysis to 
uncover areas of the network that need attention.

SAVE BUDGET AND MAXIMIZE ROI
Competitive pricing and flexible deployment options allow organizations of all 
sizes to benefit from active network forensics to reduce the time-to-resolution for 
any network event, thus saving valuable IT budget.

INCREASE OPTIONS
The Solera DS Appliance includes an open web services API and works with 
hundreds of commercial, custom and open source management, analysis and 
forensic tools to monitor, manage and secure the network.

CONTACT US

Contact Solera Networks to give your network a memory. For more information, 
visit us online at www.soleranetworks.com or call us at 1-877-5SOLERA.
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